At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feeliitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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‘Metaverse’ is a relatively new term to many, however the concept has been around for some time.
Videogames, for example, use many aspects of the metaverse; avatars, digital currency,
» 1 .d open communication. A metaverse can also take many forms; Fortnite can be
etaverse, as is Roblox. Put simply, a metaverse is an online environment where
 play games and express themselves. Away from traditional videogames,
ind more ‘dedicated’ metaverses such as Decentraland, The Sandbox
‘and Somnium Space which are akin to Second Life.

Varies per
metaverse
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UNSAFE AREAS

Many metaverse platforms s
feature little to no moderation.
This is due to the decentralised
nature of the metaverse - as there is
no one company overseeing the
platform, users can create and build
with freedom. This can be a minefield
for younger users as adult material or
sensitive topics can feature on a
;\parcel of land seen by everyone.

~ VOICE COMMUNICATION

The freedom found within creation is
| | also found in communication. Most
' | metaverses use proximity VOIP
| ’ communication (Voice Over Internet

29

@ Protocol) and users can approach any
other user to start a conversation. It is
(] necessary for avatars to be quite close
| to another in order to talk and once ~ .y
they are, anything can be said. Whilea ., < -
# chat box can be moderated, voice chat
cannot.
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ANONYMITY =
As with almost every other form of
online interactions, anonymity features
heavily within the metaverse. The
conce?t for the metaverse is to live any
the of life digitally. This could mean
that ‘bad actors’ (those with malicious
intent) can take advantage of others
with ease. Reporting and monitoring
these users is becoming easier on the
more popular platforms, but others
struggle to police these situations.
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Not all metaverse platforms are VR
enabled, in fact less than 10% feature
VR interqctivity. However, it's always
worth monitoring the amount of time
younger users spend in virtual reality.
A VR metaverse differs greatly to VR
gaming in user interaction.
Approaching each other in a VR
metaverse attempts to represent
‘reality’ and can result in a greater
impact if experiences are negative.

PSYCHOLOGICAL IMPACT

Whether in virtual reality or not,
interactions and experiences in the
metaverse can often carry more
weight because they mimic ‘real life’.
Oftentimes, due to the freedom in
avatar creation, younger users may
open themselves up to bullying,

1 prejudice or an unrealistic idea of
rea it?l. For instance,
female-orientated avatars may find L

themselves targeted by bullies or
inappropriate users.
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| TRVIT OUTFIRST D

This may sound like an obvious tip, but by entering the metaverse and

I exploring on your own, you’'ll be able to see what your child might. You can
explore the busier areas and even the quiet sections to see what users are
building or advertising. You’'ll also learn first-hand how users communicate
with each other. Many metaverse platforms will feature an entry area which
showcases the busiest areas. Check them all out and see what’s happening.

CREATE AN AVATAR TOGETHER
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=~  If you decide on allowing your child into the metaverse, set up their

initial avatar together. This way you can ensure the avatar is
age-appropriate and keeps their identity private. You can also advise
on aspects which may result in attracting bullies or unwanted attention.
It will also allow you to see which avatar items cost money, and talk to S
your child about in-game spending. ray

Meet Our Expekt

Daniel Lipscombe is a father to two girls, aged 14 and 12. Before
Dan began his Web3 metaverse journey, he worked as a
videogame journalist and author for a decade; reviewing games,
talking to creators and writing about videogame trends. Dan has
also written fifteen guide books about Fornite, Minecraft, Roblox,
Apex Legends and Valorant for HarperCollins and Bonnier Books.
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LEARN ABOUT NETS, WALLETS AND CRYPTO

With the metaverse comes Web3 technologies such as NFTs,
cryptocurrency and wallets in which to store them. If you have a
crypto wallet, do not connect it to your child’s metaverse. One simple
click could result in loss of cryptocurrency. If you are unsure what these
technologies are, try to research them as these terms will appear in the [ SN
metaverse.
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START WITH THE FAMILIAR

There are already metaverse experiences with children in
mind; explain to your child what a metaverse is and have them
recognise similarities between those and games like Roblox,
Fortnite and Minecraft. Unfortunately, there is no ‘child safe’
metaverse option as yet, though Epic Games and LEGO are
currently developing a family safe metaverse.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.02.2023



